CYBER SECURITY




1 in 100 emails contains malware. (Over 300 Billion are sent daily).
In the U.S. alone, nearly a billion new attacks are seen every day.

Cyber crime damage is estimated to reach $6 Trillion by 2021

Cybersecurity spending exceeds $1 Trillion today.

AS overwhelmlng as these statistics may seem there is hope to
er increasing ’rhrea’r landscape. Whether you're a
al user, employing some key

DID YOU KNOW'?e



Top Threats
Spear Phishing, Ransomware, Consumer related data breaches

Username & Password Best Practices
Long is strong...same is shame
The Human Firewall
The best and sometimes only defense
ations When Traveling

AGENDA



From: IRS Online <ahr@irxt.com>

Reply-To: "noreply@inxt.com" <noreply@irxt.com>

Date: Thursday, April 11, 2013 12:15 PM

Subject: Final reminder: Notice of Tax Return. ID: 13H583326/13

TOP THREATS
i IRS

Department of the Treasury -
Internal Revenue Service

04/11/2013
Referance: I3HS583326/13 -

Claim Your Tax Refund Online _

Dear Taxpayer,

We identified an error in the calculation of your tax from the last payment,
amounting te $ 319.95.

In order for us tc return the excess payment, you need to create a e-Refund

account after which the funds will be credited to your specified bank account.
Please click "Get Started" below to claim your refund:




CITIB AME COM-

TOP THREATS
rarny

Citi

This is a Security Alert vou requested to help you protedt your account.

To unlock your account, please your account

Thanl; you for your cooperation. _

Sincerely Yours,
etha. o citiban k.corm
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Payment will be raised on
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Your files will be lost on

5/19/2017 15:58:08

Time Left

Contact Us

What Happened to My Computer?
Your important files are encrypted.
y of your documents

e becaus \

your files, but do not waste yco

yption service, 1

Ransomware Infection

Can I Recover My Files?
Sure. We guarantee that you canrecover all your files safely and easily. But you have
not so enough time

What may happen if you open
nknown attachment or link

0 submit the
't pay in 7

We will

Do I Pay?
s accepted in Bitcoin only. For more inf
ck the current price of Bitcoin and bu
<How to buy bitcoins>,




Duplicate card
reading device
placed over
existing one

Device reads your
card while a
pinhole camera
records you
entering PIN

Device removed
and attached to a
laptop to download
card details



The Stronger The Better.

i shall vse s“' roﬂg ‘msswords. #
i shall use st vong ‘msswords. 0 :

Your username can be

i shall Use A‘Yoy ?GSS\VOYJS. guessed with relative ease
- h u A, Use CAPITAL letters, numbers,
| SNAll Us€ Sly 01\\9 ?ﬂSS\VOYdS. and characters in all passwords

Typical strong usable password
is 8-13 characters in length

| Shall 153 $4vOng-pedswOvdz!

Strong passwords are a minimum of 8 characters in length Change them quarterly at work
& include uppercase, lowercase, numbers & special characters. east annually at home




WHAT'S THE WEAKEST LINK IN THE
SECURITY CHAIN?

Situational Awareness is Everything.

Firewalls are automated and
always work once on- people are
usually the weakest link

We may be the last defense

Do you know the stranger in the
lobby? Who gave you that USB

] drive? Can you trust that link?
The best processes, and technolagies can be rendered

caompletely ineffective if users do not take Question more. Trust but ven'fy
responsibility to safeguard information assets from : '

disclasure, alteration, and destruction.

BE A HUMAN FIREWALL

INFORMATION SECURITY IS EVERYONE'S RESPONSIBILITY
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OnGuard Online - hitps://www.consumer.fic.gov/features

FBI - https://www.fbi.gov/investigate/cyber
Ridge Wallet — https://www.ridgewallet.com

ONLINE RESOURCES


https://www.consumer.ftc.gov/features/feature-0038-onguardonline
https://www.fbi.gov/investigate/cyber
https://www.ridgewallet.com/
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